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�V?F Eí745D

��4G?4D�4 Fí7V@4V?V>

&4D4FO?�4A 6¯95AV§ VEF5A LO�GO

�EF5A LO�G

�5?VAV§ 5í?VAGV

�874AF8O 4�4GO

$5C?8>4F8O

�4�O?4G CGA>FV

�BAE5AEGE

Paxos

Raft

$575D6F5G



�ÝDVE 6>A?4@O
01

®?5EFVDV?75A 6¯95?5D457V �4F5?5D F¯EVAV7V

02

�4F5?5D4V§ A57V77V F¯D?5DV

03

��4G?4D�4 Fí7V@4V?V> µ�O@O

04

��4G?4D4O 4AO�F4G 6ÝA5 �4?COA4 
>5?FVDG FÝEV?45DV

05

$5C?8>4F8O EFD4F578O?4DO

06

Checkpointing 6ÝA5 6GDA4?44G

07

�BAE5AEGE 4?7BD8F@45DV: Paxos, Raft

08

�BDOFOA4O



�V@VA?5
1. ®?5ABV@V?75A 6¯95?5@457V �4B5?5@
®?9EFVDV?79A :¯=9?9D89 >íCF979A F¯=VA89D, E9D69D?9D, :9?V?V> �µDO?�O?4D @9A 54�84D?4@4?4D í;4D4 ÝD9>9FF9E98V. %BA8O�F4A �4F9?9D 5B?GO 4 �4?OCFO 
:4�84=.

�4F5 (failure)
�¯=9AV§ >¯FV?79A �O;@9FVA BDOA84= 4?@4GO

��4G (fault)
�4F9?V>>9 E959C 5B?4FOA :4�84=

�4F5?V> >íDV=VEV (error)
��4G8O§ :¯=9 :µ@OEOA4 ÝE9DV

2. �4B5?5@4V§ A57V77V B¯@?5@V
�¯=9897V �4F9?9D8V§ F<CF9DV:

�4F5 F¯DV &¯EV=V7V

Crash Failure &¯=VA FB?O� VEF9A LO�48O (>¯FC979A FB�F4G)

Omission Failure %454D?4@4 :B�4?GO

Timing Failure '4�OF >9LV7G, :4G4C >9LV7G

Network Partition �9?V 5í?V>F9D79 5í?VA98V

Byzantine Failure &¯=VA �4F9 A9@9E9 ;<OA8O ÝD9>9F :4E4=8O

Performance Failure �¯=9 54OG?4=8O A9@9E9 :µ@OE >í?9@VA >íF9D9 4?@4=8O

Byzantine Fault (>¯D45?V �4F5)

&¯=VA 8µDOE 9@9E A9@9E9 �4E4�4A4 :4?�4A 4�C4D4F 59D98V. �µ? 9§ 4GOD �4F9 F¯DV.

�OE4?: 5?B>G9=A :9?VEVA897V ;<OA8O F¯=VA89D.

3. ��4C?4@�4 Bí7V@4V?V> (Fault Tolerance)
�=O�F4<4: �¯=9 �4F9?9D 5B?�4A :4�84=84 84 :µ@OEOA :4?�4EFOD4 4?GO.

�57V77V ?@8AF8?B5@:

Redundancy 4 �BEO@L4 D9EGDEF4D (D9;9D6FV> E9D69D?9D)

Replication 4 89D9>F9D8V§ >íLVD@9?9DVA E4�F4G

Failover 4 :µ@OE VEF9@9= �4?�4A F¯=VA8V 54E�4@9A 4GOEFODG

Self-healing 4 46FB@4FFO �4?COA4 >9?G

�4�A4BO:

�¯=9AV FB�F4FC4G

�9D9>F9D8V :B�4?FC4G

�O;@9F >íDE9FG8V§ ¯;8V>EV;8V7V



4. ��4G?4@4O 4=O�F4G 6Ý=5 �4??O=4 
>5?FV@G FÝEV?45DV

Ü4VE �Ý=V

Failure detection Ping, heartbeat, monitoring

Retry / Timeout �4=F4 :V59DG, G4�OF L9>4D4EO

Failover �4E�4 F¯=VA79 4GOEG

Rollback %B§�O E4�F4?�4A >¯=79 BD4?G

Replication �9D9>F9D >íLVD@9EVA �B?84AG

Graceful degradation �¯@>VA8V>FV L9>F9C, :µ@OEOA :4?�4EFODG



5. $5C?8>4F8O EFD4F57<O?4DO
$5??<>4F<O B¯@?5@V:

Primary3backup
�97V;7V E9D69D :ÝA9 E4�FO� >íLVD@9?9D

Active3active
�4D?O� D9C?<>4?4D :µ@OE VEF9=8V

Synchronous replication
�4D?O� D9C?<>4�4 5VD G4�OFF4 :4;G

Asynchronous replication
�4;G >9=VA E<AEDBA84?48O

Synchronous + >¯LFV >BAE<EF9AFFV?V>, Async + :B�4DO :O?84@8O� / eventual consistency

�B?44AG @OE4?44DO:

Google Cloud Spanner 4 synchronous replication

Amazon S3, Cassandra 4 eventual consistency

6. Checkpointing 6ÝA5 6GDA4?44G

&5EA<>4 �AO�B4@4AO

Checkpointing �¯=9AV§ >¯=VA ¯A9@V E4�F4G

Logging (:GDA4?84G) �4D?O� BC9D4F<O?4D :GDA4?�4 :4;O?48O

��4G 5B?�4A84 EB§�O checkpoint :GDA4?84�O BC9D4F<O?4D :¯=9 �4?COA4 >9?FVDV?98V.

7. �BAE5AEGE 4?7BD8F@45DV: Paxos 6ÝA5 Raft
®?9EFVDV?79A :¯=989 54D?O� F¯=VA89D BDF4� L9LV@ �45O?84GO F<VE.

�57V77V >BAE5AEGE @VA45FF5DV:

&¯=VA89D >9?VEV@79 >9?GV

�9D9>F9D8V§ 8µDOE :ÝA9 5VD89= 5B?GO

�4F9 F¯=VA89D 5B?E4 84 AÝF<:9 4?G

&4AO@4? 4?7BD8F@45D

Paxos
�?4EE<>4?O�, F9BD<O?O�, >¯D89?V

Raft
&¯EVAG79 B§4=, �4;VD7V :¯=9?9D89 :<V �B?84AO?48O

�B?44AG:

Etcd (Kubernetes)

Consul

Google Chubby

Apache ZooKeeper

�BDOFOA4O
®?9EFVDV?79A :¯=9?9D89 �4F9?9D 4 F45<�< �µ5O?OE. &<V@8V fault tolerance EFD4F97<OEO :¯=9AV:

E5=V<4V í=V<4V ¯74V>EV7 6µ<OE VEF5=FV= 5F54V

�57V77V ?@8=F8?: �4F9 9@9E 4 �4F9?V>FV 9E>9D@9G �4GVCFV.



�4�O?4G EµD4�F4DO

1

��4G?4D�4 Fí7V@4V?V> 4575A A5?

2

®?5EFVDV?75A 6¯95?5D45 >5745E5FVA A57V77V �4F5?5D F¯D?5DV 
�4A449?

3

Crash failure 6ÝA5 Byzantine failure 49OD@4LO?O�O A545?

4

$5C?8>4F8O 4575A A5? &¯D?5DVA 4F4§O7.

5

Checkpointing A5 ¯LVA �B?44AO?44O?

6

Paxos 6ÝA5 Raft 4?7BD8F@45DV �49 @4�E4FF4 �B?44AO?44O?
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